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WHITE-COLLAR CRIMES: AN ALARMING TREND

Raghav Mittal

Improvement or advancement, in any perspective, means to improve, ngmatter how small it is, a
system. Betterment is a basic process to improve the system than sently is rather than
to remove all the shortcomings present. The subject of white-col rimes and its eradication is a
good way to understand the topic of betterment truly. In si s, white-collar crimes are
offences that are punishable by law because these feloni

financially (loss of financial resources) or socially (loss

Belfort operating a boiler room as a penny stg@k scam. But the felonies that has

concern for the security agencies all over world i ine, which is executed using

networks and computers. According to the a ombat Cyber Threats”, by
on and half a million jobs
ake serve steps in order to

p the negligenceQf the common man, who log’s in
iC fitever web application he is presented
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Figure 1. Yearly complaint comparison #gom 2080-2011. D lected from 2011
IC3 — Internet Crime Report’

On May 8, 2000, the partnership bet au of Investigation and The
National White Collar Crime Center(NW3C) t Crime Complaint Center
(IC3), which is primarily responsibledg address and fight all the cyli@crime practices around the
world (Pfeifer). Fig. 1 clearl ¢ ‘ mplaints registered by the

T 10 years. The research study,
at $550 Million; the Toll Doubles

center received over 300,000 complains
on.” The common notion of white collar crimes only

one were to steal all your money from your bank account?
| your financial details on the web? What if someone were to

common man can b ¢ and be prone to the above stated situations. Therefore, precluding
web crime should be BF utmost importance for governments and security agencies from all
around the globe.

Measures to fight cybercrime have been recorded since the first major reported cases, but
has done no good. According to the newspaper report, “Rethinking Banking Rules”, by Gary
Warner, one of the highest reported banking cybercrime occurred in 1970, when New York
Union Dime Savings Bank’s chief teller embezzled around 1.5 million USD from several bank
accounts at the Park Avenue branch. Adding more to the list of computer crimes, in 1983, a
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student at UCLA used his computer skills to hack the Defense Department’s international
communication system (Stewart). The above mentioned cybercrime examples not only portray
the prolong history of white-collar crime, but also displays the troublesome experience that
government agencies and wealthy companies have in order to stop and identify internet criminals
in a timely manner. The situation gets no better today, in 2012, gigantic multinational companies
like LinkedIn and eHarmony were compromised with 65 million password hashes (Hsu). The
newspaper article, “Hacker Hits Shoe Retailer Zappos.Com; Full CredigCard Numbers Were Not
Exposed in the Cyber Attack, the Firm Says”, published in The Losg#10el®s Times states another
high profile cyber case where the credit card and personal y#@rmation of about 24 million
customers were compromised because of the security hack com (Chang). There have
been no significant initiatives by organizations in order i crime, which today is
not so difficult with increasing security technologies, an i a vast amount of

financial resources in order to regain from the brea

DATA BREACH COSTS FOR U.S. COMPANIES
5140
billion

Figure 2. Yearly reach costs comparison for US companies, from the year 2006 - 2011.
Data collected from, st of Cybercrime — MONEY.CNN.COM’

The numerous measures by companies and individuals to fight against cyber-crime is
costing them millions of dollars each year. Fig. 2 clearly illustrates the “price tag on corporate
data breaches is soaring” (Goldman). According to a cyber security research organization,
Ponemon Institute, in the year 2011, an average of about 29 million USD was spent by several
companies to recover from the aftermaths of the terror of cybercrime (Rodriguez). The amount
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spent is huge and cannot be looked at and be disregarded easily. The money that could be used

wisely in order to help and improve the American economy is now spent to fight against the

activities of a few anti-social elements. On the concerning issue of increasing web crime, Larry

Ponemon, the chairman of the Ponemon Institute, once commented, “The ability of bad guys to

enter, steal, exit and do it in a way that's undetectable is rising. It's a big problem and it is getting

worse” (Goldman). As always said, “precaution is better than cure”, in my opinion, companies

and organizations should charge some extra funds and keep it spegifically to invest in web

security. For example, corporate giants like Bank of America a riceWWaterhouse Coopers

have invested in a technological advance burglar alarm syste ounterpane Internet Security

Inc. system, that costs them a whooping amount of 12,000 nth (Schneier). However,

there have several incidents where the loss incurred by ivi assive and cannot be

measured in dollars.

One of the biggest cyber-crime event was at left the Sony
Pictures Entertainment shocked. The newsp

suing Sony over hack; two lawsuits seeki didn't protect

workers' data”, published in The Los Angl | Hamedy, has illustratively

e the group, calling itself

Interview, ‘divulged data

cutives and Social Security

ation of some employees and

mountains of dat the hackers posted on file-sharing

mamased®h0cs is itself terrifying and the thought

fithough more horrifying. The law team

res have filled two different lawsuits in the city of Los

as they ignored the security warning’s of their information
In addition to this, the employees are arguing that the

negligence that lead olation of the human right to privacy and victimized thousands of
employees working in organization. The Sony Hack is listed under one of the biggest cases
of cyber-crime in 2014,

Another one to add more to the never ending list of cyber-crimes is the Celebrity photo
hack in 2014. According to the newspaper report, “Alleged photo hack is probed; FBI, apple
look into reports that nude celebrity images were stolen, posted online”, published in The Los
Angeles Times, “several photos of actress Jennifer Lawrence, circulated on various websites and
social media platforms. A representative for Lawrence called the published photos a flagrant
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violation of privacy.” The same newspaper report also included a statement from Apple which
said, “it was actively investigating reports that the photos were stolen from its iCloud service.
Apple did not say whether its services, or celebrity iCloud accounts, were breached” (Khouri &
Sahagun). Apple has to stand up for its shortcomings and their remaining shut on this given issue
does no good. While on the other hand, it is inhuman for the hackers to carry out these activities
just for the sake of their entertainment and incidents like these can become nightmares for the
victims causing them mental, emotional, and social distress. The besigalausible way to mitigate
such acts, where the employees or the users end up becoming the er osmockery, is either to
implement a security software that imposes restriction on the to upload any offensive stuff
on the internet or to encode private data such as medical d social security number.

Directly into its Chips”, states that cybercri
39% once these security anti-cybercrime soft
might go a long way to end victimization du

nt domain not jusefor hostile states, but terrorists and
eiaagfg in number over the past few years

Burces, is easy to execute, and usually has

gt organization.Since cyber criminals function at the

eyboard. Fire Sale is one of the most dangerous

web terrorists perform a three-staged attack on the

The first stage includes the shutting down of all the

, railroad lines, traffic lights, subway and airport systems.

sabling of the financial systems across the nation, such as Wall

Street, banks, and ot cial institutes. The final stage three includes the turning off all the

public utility syste such as, electricity, gas pipe lines, satellite systems, and

telecommunications. All the above mentioned stages include everything that a common man

makes use of on an everyday basis.The given process of Fire sale may seem difficult at first, but

it is surely not impossible with the technological advancement we have in today’s generation.

Therefore, it is the need of the hour to bring these cyber criminals, who are capable of instigating
such overwhelming tasks, to justice.
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The idea of reducing white-collar crimes has become even more predominant due to the
world happenings, both in the past as well as in the present. Barack Obama, in one of his
interviews, once said, “America's economic prosperity, national security and our individual
liberties depend on our commitment to securing cyberspace and maintaining an open,
interoperable, secure and reliable Internet” (Hennessey).The legislature is doing its job by
passing laws such as Improving Infrastructure Cyber Security- 13636 to eradicate the risk of
cyber crime. These measures have been taken in the past by the adm
due to the hostility from the private institutions and due to th financial funds and
manpower (Parsons). However, over the past few years, te organizations, especially
corporate giants like Microsoft, are taking initiatives to ma al cyberspace secure. By

piracy, digital crimes and intellectual property theft.
legal administrative bodies but also the responsibilj

cybercrime nor become its victim.
One of the easiest platforms to perfor
’ on Facebook”,by J. Finkle
states, “Cybercrime is rapidly spregdiag on Facebook as fraudsters ey on users who think the
world's top social networking 8 Internet 4
ur best to keep Facebook safe,
annot be made Mable for the cyber crime activities.
Imassiagfuard their users from cyber criminals,
. 1t9s the duty of the user to be careful and
g services, such as to make sure who they are talking to
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Young People Are More at Risk to Be Harassed Online

% of U.S. internet users who have experienced the following types of online harassment

B Al ages B 18-29 years old

35%

27%
22%
20%
I 8% 8% 7% 6%

Called offensive  Purposefully Physically Harassed for a Stalked Sexually
names embarassed threatened sustained period harassed

@ @ @ n=2,839

@statistacharts Source: Pew Research Center

examples for whi puters, cellphones, and social networking sites can be used to great
effectiveness. In his , Sudol also mentioned, “According to the U.S. Department of
Education, more than Y#0,000 secondary students reported being cyberbullied in 2007.” The day
to day technological advancements and the extensive reach of the internet world is what makes
this evil practice of cyberbullying so pernicious. The harassment and bullying at the school and
university levels gained intense attention after the suicide case of Tyler Clementi, a freshman at
the Rutgers University. After Clementi’s roommate streamed a video of his intimate gay
encounter on the web, Tyler Clementi jumped to his death from the George Washington bridge
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(Susman). Children and teenagers who indulge in these activities do not realize the fatal effect
cyberbullying has on the victim.

The wrath of cybercrime cannot be combated in a single day but measures have to be
taken over time to fight against it. “Atty. Gen. Eric H. Holder Jr. and FBI Director James Comey
have repeatedly warned that cybercrime poses one of the gravest threats to the U.S.” (Serrano).
According to the present scenario, the government is the one who is potentially undertaking all
the responsibility to mitigate cybercrime and its criminals. In one ofgéheir newspaper articles,
Brian Bennett and Paresh Dave, stated, “The Obama administratio announced plans to
create a cyber intelligence center to better respond to digitald#aches and threats to federal
agencies and private industry.” The question that arises hercd the common man is also
willing to work towards the same goal. The article, “TE
from Hackers”, by David Sarno states a few ways, that
crime, some of them being, “Watching what you |
downloading programs from the Internet,
unfamiliar websites. Those are the most co
cyber crime is report. As soon as you disco
Sites like Facebook have services with which s events with one click on
the mouse. While accessing financial.a ould make sure about the

e started using
isdl® no avail for the corporations to spend
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