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ABSTRACT

A mobile Ad-hoc network (Mobile Ad-Hoc Network

administering set of nodes connected via wireless li

If-created self-organized and self-
of any fixed infrastructure or
networks (Mobile Ad-Hoc

th, open nature, lack of

centralized administrator. Security has become important to mobile

Network). Due to its unique features such as wer and limited b

infrastructure and central management, nod bility and change of dynamic y. It is mainly use

for many intelligent missions and life-criti lications. However, the broadca e of inter-node

communications and node mobility in Mobi it very challenging to secure.

Moreover, their constantly ¢ Qgy causes network node and neighbor relationships to

change dynamically. Th i i ography techniques alone are

(ii) mobile agents (
equi ith local IDS,

tection capability. In particular, each node is
ched periodically or on- demand to augment each node’s

Paper Type- Research

INTRODUCTION

Mobile Ad-hoc network (MANET) is a collection of mobile nodes (hosts) which communicate with each
other via wireless links either directly or relying on other nodes as routers. Each node moves and operates
in a distributed peer-to-peer mode and generating independent data and acting as a router to provide
multi-hop communication. Mobile Ad-Hoc Network is ideally suited for potential applications in civil
and military environments, such as responses to hurricane, earthquake, tsunami, terrorism and battlefield
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conditions. Therefore security is its important aspect in such mission critical applications. The operation

of Mobile Ad-Hoc Network does not depend on pre existing infrastructure or base stations. Network

nodes in Mobile Ad-Hoc Network are free to move randomly. All network activities such as discovering

the topology and delivering data packets have to be executed by the nodes themselves either individually

or collectively. The Structure may vary from small, static to a large mobile network. There are two types

of Mobile Ad-Hoc Network- closed and open. In a closed Mobile Ad-Hoc Network all mobile nodes

cooperate with each other towards a common goal. In an open Mohi -Hoc Network different mobile

nodes with different goals share their resources in order to ens al connectivity. The overall goal of

the security solutions for Mobile Ad-Hoc Network 4 ovide security services including

authentication, confidentiality, integrity, anonymity

achieve this goal for the security solution should

protocol stack. We can categories Mobile Ad-

Transport layer, Network layer, Link layer,

layer, which is related to security issues to

security design perspective the Mobile Ad- line of defense unlikely wired

networks that have dedicated i may function as a router and
oth legitimate network users

world becomes
and wireless M
disrupt network operations by intentionally

per we explain various techniques of IDS.

ing System for securing the mobile ad- hoc networks from
malicious nodes attacks. sider following systems-

1. Single Umpiring System

In the single umpiring system an additional node is appointed as designated umpires The role of the
designated umpires is overhearing both routing message and packet forwarding message in the
promiscuous mode. When a designated umpire node is found to be misbehaving — say dropping
forwarded packets or changing hop count and sequence number, the corresponding umpire immediately
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sends a M-ERROR message to the source and the status bit of guilty node is set to “1” — red flag using M-
Flag message.

2. Double Umpiring System

In double umpiring system there are two umpires which monitor the behavior of an intermediate node.
The role of the double umpiring system, the designated umpires is overhearing both routing message and
packet forwarding message in the promiscuous mode. transmissio designated umpire immediately
sends a M-ERROR message to the source and the status bit of, node is set to “1” — red flag using
M-Flag message.

3. Triple Umpiring System

In Triple umpiring system, three umpires are entify and convict t ity node. Three umpires

in TUS are a node (next/previous immedia de) and two additional nodes inted as designated
umpires.

It is assumed that the source and destination erefore an umpiring system for

security for mobile ad hoc ng gN proposed- Throughput ingle umpire system is greater

ergy point of view SUS ot the benefit. But DUS and

Ive route if the route fails. We

here invariably nodes are lean and

B] developed an Mobile Intrusion Detection

promiscuously to the n¢e transmissions. If the next node doesn’t forward the packet then it is
misbehaving. The watchdog detects the misbehavior and sends a message to the source and notifying it of
the misbehaving node. According to S. Sen [12] proposed a “grammatical evolution approach to intrusion
detection on mobile ad -hoc networks”. They use artificial intelligence based learning technique to
explore design space and grammatical evolution technique inspired by natural evolution to detect known
attacks on Mobile Ad-Hoc Network such as DOS and route disruption attacks. Intrusion detection

programs are evolved for each attack and distributed to each node on the network.
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Challenges

A number of constraints and technical difficulties faced by researchers which are described in previous

section. These general problem must be consider for further research in this area to propose new

technologies for intrusion detection in mobile ad-hoc networks and some of these are-

Unlike wired network, the mobile ad-hoc network does not need any infrastructure so it is very

k activities in coordinated intrusion
Sensors requires tactical processing
and collecting data from them consumes a

iii. The resource constraint constitutes anot hallenge to mob oc network. The wireless

channel is bandwidth-constrain ared among multipl rking entities. At the
same point computational capa s of mobile devices are also li d these devices are
powered by batteries with its in limitation.

, the IDS monitor the activities
cordingly generate the alarm.
m the false positive and false

the node itself is not trusted so IDS
ould be should be some trust model a

MAs also carry an encry, ction for digital signature to ensure the authenticity of the periodic and

detection reports. The node Compromised by an attacker can be detected by the local IDS, and the

response agent in the IDS will handle the intrusion. If the local IDS is compromised, then the

periodically-sent verification MAs will be able to detect the faulty IDS agents, and the MA server will

dispatch analysis MAs for diagnosis and response. Malicious nodes can cause service disruption and

Denial of- Service (DoS) attacks. There is not an easy way to prevent such nodes from launching attacks,

but they can be detected and then removed from the network. We rely on the local IDS at each node to
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detect the nodes’ malicious behaviors. Since we let a local IDS monitor and detect known intrusions and
anomalies on each node, and let MAs aid the detection, once a node identifies a malicious or anomaly
behavior, its IDS response agent can evict the compromised node from the network and the neighbor
nodes will ignore any messages from the compromised node. Another potential attack is for a node to
launch DoS attacks to the MA server, requesting MAs from or sending reports to the MA server. This
kind of DoS attacks targeting the MA server can be handled by having the MA server keep path histories
of the messages sent to it in order to pinpoint the attacker and re he number of times a node can
contact it within a certain time duration. Sybil attacks [8] ar ularly harmful in Mobile Ad-Hoc
Network where a Sybil node illegitimately fakes to have identities in the network. Our MA-
a private key and a matching

private key and certificate,

another node without

compromising the node.
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