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ABSTRACT

Technology trends indicate that the future Internet will have a large number of very high-bandwidth
links.Less ubiquitous but still commonplace will be satellite and wireless links with high latency. These trends
are problematic because TCP reacts adversely to increases in the per-flow bandwidth-delay product.

This extended abstract proposes a novel congestion control protocol, called¢XCP, that outperforms TCP
inboth traditional and high bandwidth-delay product environments. The4problem facing TCP as the per-
flow bandwidth-delay increases is multi-fold. First, mathematical analysis of TEP congestion control reveals
that, regardless of the queuing scheme, as the delay-bandwidth product increases; TCP becomes oscillatory
and prone to instability. By casting the problem into a control theory framework, Low:et al. [10] show that as
capacity or delay increases, Random Early Discard (RED) [4], Random Early Marking (REM) [2],
Proportional Integral Controller [6], and Virtual Queue [5] all eventually become oscillatory and prone to
instability. They further argue that it is unlikely thatdany Active Queue Management scheme (AQM) can
maintain stability over very high-capacity or large-delay links. Furthermore, Katabi and Blake [7] show that
Adaptive Virtual Queue (AVQ) [9] also becomes prone te.instability when the link capacity is large enough
(e.g., gigabit links).

Inefficiency is another problem facing TCP in\the future Internet. As ghe delay bandwidth product
increases, performance degrades. £CP’s additive increase policyslimits its ability to acquire spare
bandwidth to one packet per RTT. Since the bandwidth-delay product of a single flow over very-high-
bandwidth links may bemany thousandshof packets;FE€P._might waste thousands of RTTs ramping up to
full utilization following aburst of congestions To address the above problem, we compared a novel protocol
for congestion control_that outperforms TCP inyconventional environments, and further remains efficient,
fair, and stable as the linkbandwidth or the reund-trip delay increases [8]. This protocol is eXplicit
Control Protocol; XCP, generalizesthe Explicit Congestion Notification proposal (ECN) [12]. Instead of the
one bit congestion indication used ByECN, our routers inform the senders about the degree of congestion at
the bottleneck."Another new concept isthe decoupling of utilization control from fairness control.

Methodology

In this paper we gives a light to.the novel protocol (XCP) for congestion control that outperforms TCP
inconventional environments.
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Conclusion

To control utilization, this novel protocol adjusts its aggressiveness according to the spare bandwidth in the
network and the feedback delay. This prevents oscillations, provides stability in facéof high bandwidth or
large delay, and ensures efficient utilization of network resources. To control fairfess, the protocol reclaims
bandwidth from flows whose rate is above their fair share and reallocates it«t0 other flows. By putting the
control state in the packets, XCP needs no per-flow state in routers and ean scale,to any number of flows.
Further, implementation of XCP, requires only a few CPU cycles perspacket, making, it practical even for
high-speed routers.

Keywords: Networks; TCP, XCP; Congestion control

INTRODUCTION

Our main goal is to solve TCP’s limitations in high-bandwidth large-delay environments, XCP
design has several additional advantages. First; decoupling fairness control from utilization control
provides a flexible framework for integrating differential bandwidth allocations. For example,
allocating bandwidth to senders accerding to their priorities or the price they pay requires changing
only the fairness controller and does not affect the efficiency or the congestion characteristics [8].
Second, this novel protocol ffacilitates  distinguishing error-losses from congestion losses, which
makes it useful for wireless, environments. \In XCP, drops caused by congestion are highly
uncommon (e.g., less than one ina million packets,in simulations).

Further, since the protocol uses explicit and precise congestion feedback, a congestion drop is likely
to be preceded by an explicit feedback that tells the source to decrease its congestion window. Losses
that are preceded andfollowed by an explicit increase feedback are likely error losses.

SIGNIFICANCE
The problem facing TCP as the per-flow bandwidth-delay increases is multi-fold.

First, mathematical analysis of TCP congestion control reveals that, regardless of the queuing
scheme, as the delay-bandwidth product increases, TCP becomes oscillatory and prone to instability.
By casting the problem into a control theory framework, Low et al. [10] show that as capacity or
delay increases, Random Early Discard (RED) [4], Random Early Marking (REM) [2], Proportional
Integral Controller [6], and Virtual Queue [5] all eventually become oscillatory and prone to
instability. They further argue that it is unlikely that any Active Queue Management scheme (AQM)
can maintain stability over very high-capacity or large-delay links. Furthermore, Katabi and Blake
[7] show that Adaptive Virtual Queue (AVQ) [9] also becomes prone to instability when the link
capacity is large enough (e.g., gigabit links).

Inefficiency is another problem facing TCP in the future Internet. As the delay bandwidth product
increases, performance degrades. TCP’s additive increase policy limits its ability to acquire spare
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bandwidth to one packet per RTT. Since the bandwidth-delay product of a single flow over very-
high-bandwidth links may be many thousands of packets, TCP might waste thousands of RTTs
ramping up to full utilization following a burst of congestion.

Further, the increase in link capacity does not improve the transfer delay of short flows (the majority
of the flows in the Internet). Short TCP flows cannot acquire the spare bandwidth faster than “slow
start” and will waste valuable RTTs ramping up even when bandwidth is available. Additionally,
since TCP’s throughput is inversely proportional to the RTT, fairness too might become an issue as
more flows in the Internet traverse satellite links or wirelessM/ANSs [11]. As users with substantially
different RTTs compete for the same bottleneck capacity, considerable unfairness will result.
Although the full impact of large delay-bandwidth products is yet t@ come, we can see the seeds of
these problems in the current Internet. For example, TCP over satellite links has revealed network
utilization issues and TCP’s undesirable bias_ againstleng RTT flows [1]."Currently, these problems
are mitigated using ad hoc mechanisms such as ack spacing, split connection [1], or performance
enhancing proxies [3].

OBJECTIVES AND HYPOTHESIS

Our initial objective is to step back and rethink Internet congestion control without caring about
backward compatibility .or deployment. Our objective is to find a better mechanism to avoid
congestion

For future high bandwidth delay.network, whichwwork as TCP but avoid the problems with TCP for
high bandwidthelay network.

RESEARCH METHODOLOGY

In this paper we gives a light to, the novel protocol (XCP) for congestion control that outperforms
TCP in conventional environments.

An Overview overnXCP

We started with the'goal of solving TCP’s limitations in high-bandwidth large-delay environments,
XCP design has several additional advantages.

First, decoupling fairness control from utilization control opens new avenues for service
differentiation using schemes that provide desired bandwidth apportioning, yet are too aggressive or
too weak for controlling congestion. We present a simple scheme that implements the shadow prices
model [21].

Second, the protocol facilitates distinguishing error losses from congestion losses, which makes it
useful for wireless environments.

In XCP, drops caused by congestion are highly uncommon (e.g., less than one in a million packets in
simulations). Further, since the protocol uses explicit and precise congestion feedback, a congestion
drop is likely to be preceded by an explicit feedback that tells the source to decrease its congestion
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window. Losses that are preceded and followed by an explicit increase feedback are likely error
losses.

Third, XCP facilitates the detection of misbehaving sources.

Finally, XCP’s performance provides an incentive for both end users and network providers to
deploy the protocol.

DESIGN RATIONALE

Our initial objective is to step back and rethink Internet congestion control without caring about
backward compatibility or deployment. If we were to build a new congestion*control architecture
from scratch, what might it look like? The first observation is that4acket loss is a poor signal of
congestion. While we do not believe a cost-effective network.€an always avoid loss, dropping
packets should be a congestion signal of last resort. As andimplicit signaly, loss is bad because
congestion is not the only source of loss, and because a definite decision that,a packet was lost
cannot be made quickly. As a binary signal, loss only signals whether there is congestion (a loss) or
not (no loss). Thus senders must probe the network to the point of congestion before backing off.
Moreover, as the feedback is imprecise, the increase policy must be conservative and the decrease
policy must be aggressive. Tight congestion control requires explicit and precise congestion
feedback. Congestion is not a binary variable, so congestion signaling should reflect the degree of
congestion. We propose using precise coengestion signaling, where the network explicitly tells the
sender the state of congestion and how to react to it. This allows the senders to decrease their sending
windows quickly when the bottleneck is highly congested, while ‘performing small reductions when
the sending rate is close to the bottleneck capacity. The resulting*protocol is both more responsive
and less oscillatory.

Second, the aggressiveness ofithe sources'should be adjusted according to the delay in the feedback-
loop. The dynamics of congestion,control may be-abstracted as a control loop with feedback delay. A
fundamental characteristic of such 'a system is/that it becomes unstable for some large feedback
delay. Tocounter this destabilizing effect, the system must slow down as the feedback delay
increases. In the'context of congestion‘control, this means that as delay increases, the sources should
change their sending rates more slewly: This issue has been raised by other researchers [23, 6], but
the important question‘is hoew exactly feedback should depend on delay to establish stability. Using
tools from control theory, we cenjecture that congestion feedback based on rate-mismatch should be
inversely proportional to delay, and feedback based on queue-mismatch should be inversely
proportional to the square of delay.

Robustness to congestion should be independent of unknown and quickly changing parameters, such
as the number of flows. A fundamental principle from control theory states that a controller must
react as quickly as the dynamics of the controlled signal; otherwise the controller will always lag
behind the controlled system and will be ineffective. In the context of current proposals for
congestion control, the controller is an Active Queue Management scheme (AQM). The controlled
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signal is the aggregate traffic traversing the link. The controller seeks to match input traffic to link
capacity. However, this objective might be unachievable when the input traffic consists of TCP
flows, because the dynamics of a TCP aggregate depend on the number of flows. The aggregate rate
increases by packets per RTT, or decreases proportionally to. Since the, number of flows in the
aggregate is not constant and changes over time, no AQM controller with constant parameters can be
fast enough to operate with an arbitrary number of TCP flows. Thus; a third objective of our system
is to make the dynamics of the aggregate traffic independent from‘the number of flows.

This leads to the need for decoupling efficiency control (i.es, control"of utilization or congestion)
from fairness control. Robustness to congestion requires the behavior of aggregate traffic to be
independent of the number of flows in it. However, ‘any fair bandwidth “alloeation intrinsically
depends on the number of flows traversing the bettleneck:xThus, the rule for dividing bandwidth
among individual flows in an aggregate should be independent from the control law that governs the
dynamics of the aggregate.

Traditionally, efficiency and fairness are coupled since the same control law (such as AIMD in TCP)
is used to obtain both fairness and®efficiency simultaneously [3, 9, 17, 18, 16]. Conceptually,
however, efficiency and fairnessfare independent. Efficieney invelves only the aggregate traffic’s
behavior. When the input traffic,rate equals the link capacity, no queue builds and utilization is
optimal. Fairness, on the,o0ther hand, involvesythe. relative throughput of flows sharing a link. A
scheme is fair when the‘flows sharing alink have the same throughput irrespective of congestion. In
our new paradigm, a‘routenhas both an‘efficiency controller (EC) and a fairness controller (FC). This
separation simplifies the“design and analysis ofseach controller by reducing the requirements
imposed. It also permits modifying one of the controllers without redesigning or re-analyzing the
other. Furthermore, it provides a, flexible” framework for integrating differential bandwidth
allocations. Far example, allocating bandwidth to senders according to their priorities or the price
they pay requires changing only.the fairness controller and does not affect the efficiency or the
congestion characteristics.

Sender’s current cwnd (filled by sender
and remains unmodified)

Sender’s RTT estimate (filled by
sender and remains unmodified)

Feedback (initialized to sender’sdemands; can be
modified by therouters)

Figure 1: Congestion header.
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PROTOCOL

XCP provides a joint design of end-systems and routers. Like TCP, XCP is a window-based
congestion control protocol intended for best effort traffic. However, its flexible architecture can
easily support differentiated services as explained in_6. The description of XCP in this section
assumes a pure XCP network. We show that XCP can coexist with TCP inshe same Internet and be
TCP-friendly.

First we give an overview of how control information flows in the network, then we explain
feedback computation.

Senders maintain their congestion window cwnd and round trip time rttl and communicate these to
the routers via a congestion header in every packet. Routers,monitor the input traffic rate to each of
their output queues. Based on the difference between‘the link bandwidth and its input traffic rate, the
router tells the flows sharing that link to increase or decrease their congestion windows. It does this
by annotating the congestion header of data packets. Feedbaek'is divided between flows based on
their cwnd and rtt values so that the system converges to fairness. A more congested router later in
the path can further reduce the feedback_ in the congestion header by overwriting it. Ultimately, the
packet will contain the feedback from the bottleneck along the path. In‘this document, the notation
RTT refers to the physical round trip time, rtt refers to the wariable maintained by the source’s
software, and cwnd refers to asfield in the congestion headers backireaches the receiver, it is returned
to the sender in an acknowlédgment packet, and the sender.updates its cwnd accordingly.

The Congestion Header

Each XCP packet carries a congestion header (Figure 1), which is used to communicate a flow’s
state to routers and feedback from-the routers on to the receivers. The field H cwnnd is the sender’s
current congestion window, whereas ‘H_rtt is the sender’s current RTT estimate. These are filled in
by the sender and never modified, in transit.The remaining field, H_feedback, takes positive or
negative values and isiinitialized by the sender. Routers along the path modify this field to directly
control the congestion windows of‘the sources.

The XCP Sender

As with TCP, an XCP sender maintains a congestion window of the outstanding packets, cwnd, and
an estimate of the round trip time rtt. On packet departure, the sender attaches a congestion header to
the packet and sets the H_cwnnd field to its current cwnd and H_rtt to its current rtt. In the first
packet of a flow, H_rtt is set to zero to indicate to the routers that the source does not yet have a
valid estimate of the RTT. The sender initializes the H_feedback field to request its desired window
increase. For example, when the application has a desired rate r, the sender sets H_feedback to the
desired increase in the congestion window (r.rtt - cwnd) divided by the number of packets in the
current congestion window. If bandwidth is available, this initialization allows the sender to reach
the desired rate after one RTT. Whenever a new acknowledgment arrives, positive feedback
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increases the sender’s cwnd and negative feedback reduces it:
cwnd = max(cwnd+ H_feedback.s),

where s is the packet size.

In addition to direct feedback, XCP still needs to respond to losses although they are rare. It does this
in a similar manner to TCP.

The XCP Receiver

An XCP receiver is similar to a TCP receiver except that when acknowledging a packet, it copies the
congestion header from the data packet to its acknowledgment.

The XCP Router: The Control Laws

The job of an XCP router is to compute the feedbacksto cause the system to converge to optimal
efficiency and min-max fairness. Thus, XCP does not drop packets. It operates on top of a dropping
policy such as Drop Tail, RED, or AVQ. The objective of XCP is.to prevent, as much as possible,
the queue from building up to the point at which aspacket has to be\dropped. To compute the
feedback, an XCP router uses an efficiency controller-and a fairness controller. Both of these
compute estimates over the average RTT of the flows traversing the link, which smoothes the
burstiness of a window-based control protocol. Estimating parametersdover intervals longer than the
average RTT leads to sluggish résponse, while estimating parameters over shorter intervals leads to
erroneous estimates. The average RTT.is computed using the information in the congestion header.
XCP controllers make asingle control decision every average RTT (the control interval). This is
motivated by the need‘to observe the results,of previous control decisions before attempting a new
control. For example, if the router tells the'sources to increase their congestion windows, it should
wait to see how much spare handwidth remains before telling them to increase again. The router
maintains a4per-link estimation-contrel timer that is set to the most recent estimate of the average
RTT on that link.

Upon timeout the“router updates its estimates and its control decisions. In the remainder of this
paper, we refer to the router’s current estimate of the average RTT as d to emphasize this is the
feedback delay.

The Efficiency Controller (EC)

The efficiency controller’s purpose is to maximize link utilization while minimizing drop rate and
persistent queues. It looks only at aggregate traffic and need not care about fairness issues, such as
which flow a packet belongs to. As XCP is window-based, the EC computes a desired increase or
decrease in the number of bytes that the aggregate traffic transmits in a control interval (i.e., an
average RTT).
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The Fairness Controller (FC)

The job of the fairness controller (FC) is to apportion the feedback to individual packets to achieve
fairness. The FC relies on the same principle TCP uses to converge to fairness, namely Additive-
Increase Multiplicative-Decrease (AIMD).

Notes on the Efficiency and Fairness Controllers

This section summarizes the important points about the design of the efficiency controller and the
fairness controller. As mentioned earlier, the efficiency and fairness controllers are decoupled.
Specifically, the efficiency controller uses a Multiplicative-Increase aMultiplicative-Decrease law
(MIMD), which increases the traffic rate proportionally to the spare bandwidth in the system (instead
of increasing by one packet/RTT/flow as TCP does). This allows XCP to,quickly acquire the positive
spare bandwidth even over high capacity links. The fairness«controller, on, the other hand, uses an
Additive-Increase Multiplicative-Decrease law (AIMD), which converges to fairness [10]. Thus, the
decoupling allows each controller to use a suitable contrel law. The particular control laws used by
the efficiency controller (MIMD) and the fairness controller (AIMD) are not thesonly possible
choices. For example, in [20] we describe a fairness controller that uses a binomial law similar to
those described in [6]. We chose the control {laws above.because, our analysSis and simulation
demonstrate their good performance.

STABILITY ANALYSIS

We use a fluid model of the traffic to analyze the stability of XCP. Our analysis considers a single
link traversed by multiple”XCP flews. For the sake of simplicity and tractability, similarly to
previous work [22, 15,23, 24], our analysis assumes all flows have a common, finite, and positive
round trip delay, and neglects boundary,conditions (i.e., queues are bounded, rates cannot be
negative). Later, we demonstrate through extensive simulations that even with larger topologies,
different RTTs, and boundary. conditions, our results still hold.

PERFORMANCE

In this section, we demonstrate through extensive simulations that XCP outperforms TCP both in
conventional and high bandwidth delay environments. Our simulations also show that XCP has the
unique characteristic of almostmever dropping packets.

Comparison with TCP and AQM
Schemesimpact of Capacity:

We show that an increase in link capacity (with the resulting increase of per-flow bandwidth) will
cause a significant degradation in TCP’s performance, irrespective of the queuing scheme. In this
experiment, 50 long-lived FTP flows share a bottleneck. The round trip propagation delay is 80 ms.
additionally, there are 50 flows traversing the reverse path and used merely to create a 2-way traffic
environment with the potential for ack compression. Since XCP is based on a fluid model and
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estimates some parameters, the existence of reverse traffic, with the resulting burstiness, tends to
stress the protocol. As capacity increases, TCP’s bottleneck utilization decreases significantly. This
happens regardless of the queuing scheme.

In contrast, XCP’s utilization is always near optimal independent of the link capacity. Furthermore,
XCP never drops any packet, whereas TCP drops thousands of packets despite its use of ECN.
Although the XCP queue increases with the capacity, the queuing delay does not increase because
the larger capacity causes the queue to drain faster.

The Dynamics of XCP

While the simulations presented above focus on long term averagedehavior, this section shows the
short term dynamics of XCP. In particular, we show that XCP’s utilization, queue size, and
throughput exhibit very limited oscillations. Therefore, the average behavior presented in the section
above is highly representative of the general behavior of the protocol.

SECURITY

Similarly to TCP, in XCP security against misbehaving sourees'requires an additional mechanism
that polices the flows and ensures that they obey the congestion contral protocol. This may be done
by policing agents located at the edges of the network. The agents maintain per-flow state and
monitor the behavior of the flows to.detect network attacks and isolate @nresponsive sources. Unlike
TCP, XCP facilitates the job of these policing agents becauserof.its'explicit feedback. Isolating the
misbehaving source becomes fasterand easier because the agent'¢an use the explicit feedback to test
a source. More precisely,2in TCP_iselating an ‘unresponsive source requires the agent/router to
monitor the average rate of a suspect'source over a fairly-long interval to decide whether the source
is reacting according’to AIMD. Also, sinee the source’s RTT is unknown, it’s correct sending rate is
not specified, which complicates, the task even further. In contrast, in XCP, isolating a suspect flow
is easy. The router can send the flow. a test feedback requiring it to decrease its congestion window to
a particularvalue. If the flow does not react in a single RTT then it is unresponsive. The f» act that
the flow specifies Its,RTT in the packet makes the monitoring easier. Since the flow cannot tell when
an agent/router is monitoring its behavior, it has to always follow the explicit feedback.

A TCP friendly XCP

In this section, we describea mechanism allowing end-to-end XCP to compete fairly with TCP in the
same network. This design can be used to allow XCP to exist in a multi-protocol network, or as a
mechanism for incremental deployment.

To start an XCP connection, the sender must check whether the receiver and the routers along the
path are XCP-enabled. If they are not, the sender reverts to TCP or another conventional protocol.
These checks can be done using simple TCP and IP options. We then extend the design of an XCP

INTERNATIONAL JOURNAL OF RESEARCH IN SCIENCE AND TECHNOLOGY 53



http://www.ijrst.com/

International Journal of Research in Science and Technology http://www.ijrst.com
(JRST) 2014, Vol. No. 4, Issue No. I, January-March ISSN: 2249-0604

router to handle a mixture of XCP and TCP flows while ensuring that XCP flows are TCP-friendly.
The router distinguishes XCP traffic from non-XCP traffic and queues it separately. TCP packets are
queued in a conventional RED queue (the T-queue). XCP flows are queued in an XCP-enabled
queue. To be fair, the router should process packets from the two queues such that the average
throughput observed by XCP flows equals the average throughput observed by TCP flows,
irrespective of the number of flows.

CONCLUSION

Theory and simulations suggest that current Internet congestion control mechanisms are likely to run
into difficulty in the long term as the per-flow bandwidth-delay produgt increases. This motivated us
to step back and re-evaluate both control law and signalling for econgestion control. Motivated by
CSFQ, we chose to convey control information between the end<systems and the routers using a few
bytes in the packet header. The most important consequence 0Of this explicit control is that it permits
a decoupling of congestion control from fairness control. In turn, this decoupling allows more
efficient use of network resources and more flexible bandwidth allocation schemes.\Based on these
ideas, we devised XCP, an explicit congestion control protocol and architecture that ean control the
dynamics of the aggregate traffic independently from the relative_throughput of the‘individual flows
in the aggregate. Controlling congestion is done usingsan-analytically tractable method that matches
the aggregate traffic rate to the link capacity, while preventing persistent gqueues from forming. The
decoupling then permits XCP to reallocatebandwidth between individual flows without worrying
about being too aggressive in dropping packets or too slew in_utilizing spare bandwidth. We
demonstrated a fairness mechanism based on bandwidth shuffling that converges much faster than
TCP does, and showed how to use this to Amplement both min-max fairness and the differential
bandwidth allocation. Qur extensive simulations demonstrate that XCP maintains good utilization
and fairness, has low.queuing delay, and drops very few packets. We evaluated XCP in comparison
with TCP over RED, REM; AVQ, and CSFQ queues,,in both steady-state and dynamic environments
with web-like traffic and with impulse loads."WWe found no case where XCP performs significantly
worse thand TCP. In fact when the per-flow delay-bandwidth product becomes large, XCP’s
performance remains excellent whereas TCP suffers significantly. We believe that XCP is viable and
practical as a congestion control scheme. It operates the network with almost no drops, and
substantially increases the efficieney in high bandwidth-delay product environments.
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